HIPAA COMPLIANCE- INFORMATION PRIVACY
What must a small health plan do to comply with the Privacy Rule?  It must (a) implement written privacy policies and procedures, (b) distribute a notice of privacy practices, (c) appoint a privacy official and designate a contact office, (d) train workforce members on its privacy policies and procedures and sanction those who violate them, (e) obtain compliant written contracts with business associates, (f) provide individuals with access to, amendment of, and an accounting for certain disclosures of protected health information, (g) have a privacy complaint procedure, (h( implement reasonable administrative, physical and technical safeguards for protected health information, and much more.  It may not sue or disclose protected health information except as the Privacy Rule permits or requires.

Do these compliance obligations apply to covered group health plans?  Yes.  Every covered group health plan that is self-funded in part or whole or that creates or receives protected health information beyond enrollment data and summary health information (which is essentially aggregated claims data without individual identifies) must comply fully with the Privacy Rule.

How does the Privacy Rule impact an employer’s access to plan enrollees’ information?  Unlike the covered group health plans they sponsor, employers are not subject to the Privacy Rule.  The Privacy Rule nonetheless impacts employers’ relationships with their group health plans and with the administrators and insurers of the plan’s benefits.

The Privacy Rule restricts the information about plan enrollees that may be disclosed to an employer.  The Privacy Rule restricts the information about plan enrollees that may be disclosed to an employer.  The Privacy Rule allows a group health plan and its administrator or insurer to disclose enrollment data to the employer and summary health information if the employer requests it to obtain premium bids for health insurance coverage or to modify, amend, or terminate the plan.

What if the employer wants to be involved in plan administration?  An employer that wants other kinds of protected health information so it may perform plan administration functions must amend the plan document to promise to safeguard protected health information.  These safeguards must include the employer’s promise never to use protected health information for any employment-related action or decision or for any other benefit or benefit plan.

What does the Security Rule require?  The Security Rule requires a comprehensive assessment of the potential risks and the vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information held by a covered entity, and the implementation of a variety of administrative, physical, and technical safeguards, based on that assessment, that will reduce those risks and vulnerabilities to a reasonable and appropriate level.

Will the Security Rule affect business associate relationships?  Yes.  The Security Rule mandates that specified safeguards be added to business associate contracts involving electronic protected health information.  

Will the Security Rule affect employers sponsoring group health plans?  Yes.  The Security Rule mandates specified safeguards be added to the plan document amendment required before an employer may receive electronic protected health information to perform administration functions for the group health plan it sponsors.

